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Authenticationinfo
[SS manufacturer’s X.509 certificate]

AuthorizationReq
[SS X.509 cert, cypher capabilities, BCID,RndSS]

AuthorizationRep
4——[BS X.509 cert, pre-PAK, PAK sequence number,
PAK lifetime, SAIDs, RndSS, RndBS, SigBS]

AuthorizationAck
[RndBS, Auth Result, Error Code, Display String, SigSs ]

PKMv2 SA-TEK-Challenge
[Rand BS, AK Sequence Number, AKID, Key Lifetime HMAC]

PKMv2 SA-TEK-Request
[Rand BS, Rand MS, AK Sequence Number, AKID,
Security Capabilities, Security Negotiation Parameters, HMAC]

—>

PKMv2 SA-TEK-Response
4— [Rand BS, Rand MS, AK Sequence Number, AKID, SA TEK Update, —|
Frame Number, SA-Descriptor, Security Negotiation Parameters, HMAC]

PKM-REQ: Key Request

[
[Key sequence number, SAIDs, HMAC]

—+———Handshake——¢———Authorization———

PKM-REP: Key Reply
[Key sequence number, SAIDs, old TEK parameters, old TEK,
&——old TEK lifetime, old TEK sequence number, old TEK CBC IV,
new TEK parameters, new TEK, new TEK lifetime,
new TEK sequence number, HMAC ]
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L. G. L. Li, J. Xue, "Memory Coloring: A Compiler
Approach for Scratchpad Memory Management,”
presented at the PACT, Y. ©.

D. P. J. Hennessy Computer Architecture: A

Quantitative Approach, first ed.: Morgan Kaufmann,
Y44,

T. Sakutai, "Perspectives on  power-aware
electronics," presented at the ISSCC, Y+ Y,

C. L. H. Sun, W. Xu, J.Zhao, N. Zheng, T. Zhang,
"Using Magnetic RAM to Build Low-Power and Soft
Error-Resilient LY Cache™" TVLSI, vol. Y+, pp. Y3-YA,
Yoyy,

E. d. G. R. Baert, E. Brockmeyer "An automatic
Scratch Pad Memory management tool and MPEG-£
encoder case study," presented at the DAC, Y+ A,

P. Shivakumar, "Modeling the Effect of Technology
Trends on Soft-Error Rate of Combinational Logic,"”
presented at the DSN, Y« ¥,

H. T. E. Ibe, Y. Yahagi, K. Shimbo, T. Toba, "Impact
of Scaling on Neutron-Induced Soft Error in SRAMs
From a Yo+ nm to a YY nm Design Rule,” IEEE

Transactions on Electronic Devices, vol. eV, pp.
YOYY-YOFA Yud o,

V. Z. N. Seifert, "Assessing the Impact of Scaling on
the Efficacy ofSpatial Redundancy based Mitigation

Schemes for Terrestrial Applications,” in SELSE,
Y'-V.

H. P. D. Radaelli, P. Chia, S.Wong, S. Daniel,
"Investigation ofMulti-bit Upsets in a Ye.nm
Technology SRAM Device," presented at the
NSREC, Y. +°.

A. W. R. Heald, "Trends from Ten Years of Soft
Error Experimentation,” in SELSE, Y« + 4.

M. Verma, Wehmeyer, L., Marwedel, P., "Cache-
Aware Scratchpad-Allocation Algorithms for Energy-
Constrained Embedded Systems," IEEE Transactions
on Computeer-Aided Design of Integrated Circuits
and Systems, vol. Yo, ¥« .1,

G. W. B. S. Raoux, M. J. Breitwisch , C. T. Rettner,
Y.-C. Chen , R. M. Shelby , M. Salinga , D. Krebs ,
S.-H. Chen , H.-L. Lung , C. H Lam "Phase-change
random access memory: A scalable technology,” 1BM
Journal of Research and Development, vol. °Y, pp.
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J. M. W. Geoffrey "Phase change memory
technology,” Journal of Vacuum Science &
Technology B: Microelectronics and Nanometer
Structures, vol. YA, pp. YYY-Y1Y Y.)o,

Multiple paths to
increase density.

Moore’s law and
MLC scaling are
limited by the
number of electrons
in each logic level.

3D is challenging,
but provides the
highest density.

3D scaling (1 layer - 8 layers

= ... = 128 layers

— 3
45nm 32nm 22nm 16nm 11nm 8nm -
Moore’s law scaling (= 8nm)
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D. W. N. Seongy, V. Srinivasanz ,Jude A. ,HsienHsin
,S. Lee, "SAFER, Stuck at Fault Error Recovery for
memories,"” presented at the MICRO, Y+ ).,

H. G. L. S. Schechter, K. Strauss, D. Burger, "Use
ECP, not ECC, for Hard Failures in Resistive
Memories," presented at the ISCA, Y+ ).

X. D. AK. Mishra, G. Sun, Y. Xie, "Architecting On-
Chip Interconnects for Stacked YD STT-RAM Caches
in CMPs," presented at the ISCA, Y1),

N. M. DH. Yoon, J. Chang, "FREE-p: Protecting
Non-Volatile Memory against both Hard and Soft
Errors," presented at the HPCA, Y+)).

Y. Joo, "Energy- and Endurance-Aware Design of
Phase Change Memory Caches," presented at the
DATE, Y+ ).

M. A. A. Jadidi, and H. Sarbazi-Azad, "High-
endurance and performance-efficient design of hybrid
cache architectures through adap- tive line
replacement,” presented at the ISLPED, Y+ ).

L. S. J. Li, CJ. Xue, C. Yang, Y. Xu, "Exploiting Set-
Level Write Non-Uniformity for Energy-Efficient
NVM-Based Hybrid Cache," presented at the
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E. I. X. Guo, T. Soyata, "Resistive computation
avoiding the power wall with low-leakage, STT-

MRAM based computing,” presented at the ISCA,
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S. P. Y. Joo, "A Hybrid PRAM and STT-RAM Cache
Architecture for Extending the Lifetime of PRAM
Caches," Computer Architecture Letters, Y+ Y.

R. G. R. Nalluri, PR. Panda, "Customization of
Register File Banking Architecture for Low Power,"
presented at the VVLSI Design, Y« V.

M. F. SN. Ahmadian, NF. Ghalaty, SG. Miremadi,
"Value-Aware Low-Power Register File
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File Energy Minimization in Explicit Datapath
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A. log, "Cache revive: architecting volatile STT-
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presented at the DAC, Y+ VY.

G. H. Loh, "¥D-Stacked Memory Architectures for
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A. F. C. T. Perez "Volatile Memory: Emerging
Technologies And Their Impacts on Memory
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E. I. B. C. Lee, O. Mutlu, D. Burger, , "Architecting
phase change memory as a scalable dram alternative,"
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C. S. K. M.H. Kryder "After Hard Drives—What
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n. T. R. f. S. (ITRS), "ERD_ERM Y+)+ FINAL
Report Memory Assessment,” Y+ )+,
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program BW," presented at the ISSCC, Y+ ).

X. D. J. Wang, Y. Xie, "Point and discard: a hard-
error-tolerant architecture for non-volatile last
level caches," presented at the DAC, Y+ V.

J. C. Y. Chen, H. Huang, B. Liu, C. Liu, M.
Potkonjak and G. Reinman, "Dynamically
Reconfigurable HybridCache: : An Energy-Efficient

Last-Level Cache Design,” presented at the DATE,
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J. L. X. Wu, L. Zhang, E. Speight, R. Rajamony, and
Y. Xie, "Hybrid Cache Architecture with Disparate
Memory Technologies," presented at the ISCA, Y+ - 4.

X. D. G. Sun, Y. Xie, J. Li, and Y. Chen, "A Novel
Architecture of the YD Stacked MRAM LY Cache for
CMPs," presented at the HPCA, Y+ + A,

D. C. M. Rasquinha, S. Chatterjee, S. Mukhopadhyay,
and S. Yalamanchili, "An Energy Efficient Cache
Design Using Spin Torque Transfer (STT) RAM,"
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Z. L. S Guo, D Wang, H Wang, "Wear-Resistant
Hybrid Cache Architecture with Phase Change
Memory," presented at the NAS, Y+ ¥,
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